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Introduction
As the world adopts drones for the betterment of society—including unbound benefits in 
security, convenience and service—observers and analysts also recognize the challenge and 
necessity of ensuring safe skies.
 
Before government agencies will enable and empower the use of drones in the private sector, 
public and private entities must demonstrate that drone operations can be conducted safely 
and that protections are in place to guard against those who would use drones for nefarious 
purposes, such as espionage, smuggling, terrorism and other crimes.
 
Referring to the current malicious use of drones by terrorist operatives around the world, FBI 
Director Christopher Wray recently testified before the U.S. Senate Committee on Homeland 
Security and Governmental Affairs, “We know that terrorist organizations have an interest in 
using drones...the expectation is that it is coming here—imminently.”1

 
At the same hearing, Director Nicholas Rasmussen of the U.S. National Counterterrorism 
Agency added his perception of drone threats by saying, “Two years ago this was not a 
problem. A year ago, this was an emerging problem. Now it’s a real problem.”2

 
And U.S. military leaders are equally concerned about the terrorist potential of drones, as 
noted by General Joseph F. Dunford, Jr., chairman of the Joint Chiefs of Staff, when testifying 
before the Senate Armed Services Committee: “Drones are at the top of our list of emerging 
threats.”3

 
In light of the immediate need to protect public places, critical infrastructure, borders, prisons, 
transportation hubs and national landmarks from drone attacks, this whitepaper will establish a 
framework for the essential components of airspace awareness and security in a drone world, 
including a discussion of the Fortem SkyDome™ airspace awareness and security platform 
and its potential to provide a much-needed solution for both the public and private sectors.

1 Testimony of Christopher Wray, Director of the Federal Bureau of Investigation, Senate Committee on Homeland 
Security and Governmental Affairs, September 27, 2017, Washington, D.C.
2 Testimony of Nicholas Rasmussen, Director of the National Counterterrorism Center, Senate Committee on Home-
land Security and Governmental Affairs, September 27, 2017, Washington, D.C.
3 Testimony of General Joseph F. Dunford, Jr., Chairman of the Joint Chiefs of Staff, Senate Armed Services Commit-
tee, September 26, 2017, Washington, D.C.
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What is Airspace Awareness?
In a drone world, airspace awareness is a purposeful effort to understand what unmanned 
aerial vehicles and manned aircraft are entering and exiting one’s airspace, including both 
cooperative and non-cooperative operators. It is a process of creating the transparency 
necessary to manage airspace by establishing fly and no-fly zones. And ultimately, it includes 
creating a plan for responding to potential threats that enter protected airspace.
 
Analogous to creating on-the-ground security to establish a perimeter, airspace awareness is 
achieved through the implementation of technology that creates virtual fences and monitors 
a defined airspace in order to detect, classify and track manned and unmanned aircraft 
activity. A comprehensive airspace awareness solution is one that provides for more than 
just detection, identification and classification to determine intent, but also provides for an 
integrated response, recovery and historical or real-time reporting.

Several technologies currently exist to manage airspace. A discussion of each with its own 
advantages and disadvantages follows. 

Radar
The Federal Aviation Administration, the U.S. Department of Defense and NASA continue to 
identify radar as the ideal sensor for airspace awareness: “Radar is the sensor of choice due to 
its all-weather capabilities, as well as its ability to directly measure range, range-rate and angle 
using pulsed-Doppler techniques.”4 
 
Not all radar is the same as some are engineered for long range, large objects, while others 
identify lower range and faster, smaller objects. Accuracy and timeliness of the detections 
varies as does the radar’s field of view and ability to provide 2D or 3D results or its ability to 
measure size and velocity of objects. Certain radars can provide a “track” or track an object 
very quickly, while others may require more than 12 seconds. Radar also provides privacy – as 
opposed to a camera. Radar can achieve great accuracy, within one cubic meter, in tracking 
the 3D location of an object—and can be engineered to detect hundreds of objects at once. 
Radar is also particularly effective in detecting targets day and night and in conditions where 
objects might otherwise be obscured by smog, fog, clouds or inclement weather. 
 
The disadvantages of radar have historically been high cost, large size and power require-
ments and limitations in detection around buildings. Other concerns over electromagnetic 

4 U.S. Department of Defense contract abstract, https://www.sbir.gov/sbirsearch/detail/9651.
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emissions, governmental licensing and the stochastic nature of the technology have also been 
historical limitations. 
 
Radio Frequency (RF)
RF signal detection can be a useful component in approximating the location of a drone and 
its operator. However, RF can be limited to tracking only a few airborne objects simultaneously. 
Further, RF signals can be easily overwhelmed by other RF signals, as are typically present in 
public places like stadiums.
 
In late 2016 the FAA warned airports considering drone counter-measures that the use of RF, 
among other technologies, “can create a host of problems, such as electromagnetic and Radio 
Frequency (RF) interference affecting safety of flight and air traffic management...”5 In fact, with 
few exceptions, RF jamming and electronic attack is illegal.
 
The most profound limitation of RF for airspace awareness and security is from criminal drone 
operators. Drones used for terrorist purposes are often programmed for autonomous flight 
using GPS waypoints and do not emit RF signals, thus RF fails to detect these “dark” drones.

For this reason alone, RF solutions are limited in their ability to provide standalone airspace 
security.

Acoustics
Long-range acoustic listening devices provide another means for airspace monitoring, but 
they can be easily overwhelmed by other sounds and by ambient noise. Acoustic monitoring 
devices have limited range and are further constrained because some drones are too small to 
create detectable or trackable sound.

Optics
Optical monitoring devices are an extremely effective technology for providing visual 
confirmation of objects detected by radar but are limited by weather conditions. Standing 
alone, the extremely narrow field of view of long-range optical sensors makes it difficult to 
locate objects within airspace; finding and focusing on fast-moving targets is particularly 
complex. However, when cued and pinpointed to a precise target, optics can play a 
quintessential role in an airspace awareness solution.

Optical cameras are often limited in range and field of view. Range can be extended with the 

5 https://www.faa.gov/airports/eastern/nyado_bulletin/media/17-001-faa-uas-detection-testing-letter.pdf
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addition of an expensive camera mounted high off the ground. Other limitations and concerns 
include night, dark conditions and privacy.

Infrared (IR)
Infrared technology offers another option for airspace monitoring but, like optical technologies, 
is limited in its ability to provide accurate data in adverse weather conditions and has limited 
FOV and range.
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Fortem Skydome: A Comprehensive Platform 
for Airspace Awareness & Security
Fortem SkyDome is a comprehensive platform for airspace awareness and security that 
provides customers with three essential elements of airspace management.

• Comprehensive coverage: The ability to detect all airborne objects day and night 
within a protected airspace and discern between threats and non-threats. 

• Safe mitigation options: An integrated response to airspace breaches or potential 
threats with various levels of severity. 

• Powerful, easy-to-use management: Built to scale for growing coverage, SkyDome 
provides a simple user interface for configuration and real-time mobile alerts and 
complete airspace history to recover quickly from an incident.

Only Fortem controls the technology from the ground up in all of these three areas to provide a 
robust and scalable end-to-end solution.

Fortem TrueView™ Radar for Comprehensive Coverage
Unlike traditional radar that is cumbersome, expensive, topology-challenged and gives off 
many false positives, Fortem’s TrueView radar sees everything in the airspace, including 
hundreds of objects simultaneously the size of a Coke can from many miles away.
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Each SkyDome coverage area is created through the deployment of multiple Fortem TrueView  
radar units that are customized for local topography and urban conditions then connected to 
create a network mesh of total airspace coverage—including areas that have traditionally been 
“below the radar” or otherwise inaccessible to radar. The network mesh of distributed 3D radar 
detects all airspace intrusions and provides data to the SkyDome system. SkyDome fuses the 
tracks across the distributed network to provide a seamless dome scaling across an entire 
metro area.

TrueView radar is specifically designed to operate in complex environments day and night 
where other monitoring technologies fail. For example, SkyDome uses distributed TrueView 
radars to provide coverage around tall buildings and through “urban canyons,” resolving the 
issue of drones going undetected or flying under the radar.
 
SkyDome continuously monitors the designated airspace to report the precise location, size, 
speed and bearing of airborne objects. As objects are sensed, artificial intelligence algorithms 
classify them and can be configured to ignore non-drone elements, such as birds and 
buildings. SkyDome then determines and executes a response sequence that corresponds to 
the level and proximity of perceived threats.
 
TrueView radars are built on phased-array technology—the gold standard of radar—but are 
available at a lower cost than any competitive product. TrueView radars lead their category 
for size, weight, and performance—including field of view and distance —and provide all the 
benefits of phased-array at a cost that is accessible to the private sector. Plus, their extremely 
compact form factor and minimal power requirements make them suitable for mounting in 
almost any fixed or mobile environment, including on drones. Small in size with integrated 
antenna, TrueView radars have been rigorously tested by third party labs and achieved a very, 
very safe, low emissions rating.6

Finally, the Fortem TrueView radar is proven technology built over the last 6 years for timely 
and accurate detections in a drone world. By using the latest in antenna chip technology 
and AI-empowered silicon chips, Fortem provides a clean view of the airspace mitigating the 
stochastic concerns of traditional radar solutions.

The Fortem DroneHunter™ for Safe Mitigation
The second key component of the SkyDome platform is the Fortem DroneHunter, a military-
hardened drone equipped with TrueView radar that enables autonomous flight for pursuit, 

6 HERP, HERO and HERF tests have shown the emissions to be minimal.
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surveillance and interception of threatening drones.
 
Once an intruder drone is detected, the Fortem DroneHunter can be rapidly deployed—with 
or without a human in the loop—to intercept and respond according to one of three response 
protocols: monitor, pursue or mitigate.
 
In instances where pursuit is selected, the DroneHunter is able to perform a variety of 
intimidation tactics, including taking pictures, emitting noise, flashing red and blue lights or 
other custom-developed actions. The DroneHunter operates under Part 107 rules in the USA 
or beyond-visual-line-of-sight and is equipped with an advanced flight processor to determine 
flight path to the target.
 
Where mitigation is desired, the DroneHunter uses on-board, target-locking AI to pursue an 
intruder drone and fire a net gun or drape to capture the target and tow it to a specified safe 
zone, which could be a containment unit for explosives. The DroneHunter’s net tethering 
system eliminates the risk of collateral damage by preventing a disabled drone from falling out 
of the sky—making it the safest mitigation approach possible. Most important, this is all done at 
a safe standoff distance from the protected area.
     

SkyDome Platform for Powerful, Easy-to-use Management
The heart and brain of the Fortem SkyDome airspace awareness platform is SkyDome 
software, a comprehensive airspace awareness package that provides users with complete 
insight and control of their airspace, accomplished through the following features and benefits:

Seamless zone and geocage creation and control
Identify airspace management zones that permit or restrict drone traffic. Through the software, 
zones and geocages are defined in a matter of seconds by dragging a mouse to designate 
fly/no-fly zones within a SkyDome sensor coverage area. These zones and geocages can be 
used to manage cooperative drones and trigger alerts and actions against clueless, careless 
and criminal drones.

Rules engine
Once zones are created, an AI-based rules engine governs system responses to intruder 
objects within the airspace. AI classifies objects, discerning between drones, manned 
aircraft, people, vehicles and birds. Based on predetermined rules, the SkyDome system can 
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signal alerts to users through text, email or other API integrations—or trigger the launch of a 
DroneHunter for monitoring, pursuit or mitigation purposes.

Effector selection
SkyDome software is fully equipped to help users set up and model fly/no-fly zones to ensure 
maximum coverage before actual deployment. SkyDome Radar Modeling enables users to 
test radar wave patterns to accommodate all variances in topography—including hard-to-
reach urban canyons that have previously been impossible to monitor using radar. During 
the modeling and testing process, the system also identifies and tags power and Ethernet 
locations to plan around electrical and connectivity requirements.

Flight tracking with historical data
As the SkyDome platform monitors airspace, flight data of intruder drones can be tracked, 
recorded and preserved, providing a powerful source of data for both forensic and decision-
making purposes. Since individual flight paths of drones are recorded, security directors can 
gain an understanding of likely threat vectors and areas that are frequently breached.
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Compatibility & Integration
A major benefit of the SkyDome airspace awareness and security platform is its compatibility 
with additional sensor inputs and its easy integration with existing systems. Through its ex-
tremely flexible I/O, SkyDome seamlessly integrates with multiple sensors, and communica-
tion mechanisms, including SMS and email. The SkyDome platform can dramatically amplify 
the power of existing solutions by sending a wide range of data, including latitude, longitude, 
altitude, distance above ground, speed and bearing of detected objects. Complete integration 
with third-party software and third-party awareness systems (such as MAFIA within the U.S. 
Department of Defense) is seamless.
 
For example, the distributed radar mesh achieved by Fortem TrueView radar in a SkyDome 
implementation can be augmented with existing third-party radar or RF detection data. Sky-
Dome also works with high-powered optics that can be autonomously cued  to provide visual 
confirmation of a target.
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Summary
At a time when airspace is becoming more crowded, safety and security must be achieved 
both to guard against the threat of drones being used for criminal and terrorist purposes—and 
in order to unleash the untold benefits of myriad drone-based services—Fortem SkyDome is 
the airspace awareness and security platform that provides all the tools necessary to create 
safe skies.
 
Fortem SkyDome provides the best end-to-end solution possible for the detection, intention 
determination and integrated response and reporting of drone-based attacks. No other 
company controls the technology end-to-end like Fortem Technologies to affect a robust and 
maintainable solution that works.
 
If you are ready to begin drone operations or just keep the airspace around your venue, facility, 
complex or infrastructure safe, we invite you to learn more about Fortem SkyDome by visiting 
www.fortemtech.com or contacting sales@fortemtech.com.

Copyright © 2018 Fortem Technologies, Inc. Skydome™, TrueView™ R20, TrueView™ R30, TrueView™ DAN-C, DroneHunter™ and all associated logos are trademarks 
of Fortem Technologies, Inc. All other product names as they appear are trademarks or registered trademarks of their respective holders. The Company shall not be liable 
for any errors contained herein or for any damages arising out of or related to this document or the information contained therein, even if the Company has been advised 
of the possibility of such damages. This document is intended for informational and instructional purposes only. The Company reserves the right to make changes in the 
specifications and other information contained in this document without prior notification. | 08/18 | 13H-0001-002  
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